
 

 

OverUndr Privacy Policy 

Effective Date: June 15, 2026 

Last Updated: June 15, 2026 

OverUndr, Inc. operates a technology platform that connects independent sports analysis 

Creators with Users and Subscribers. This Privacy Policy explains how OverUndr collects, uses, 

discloses, retains, and protects personal information in connection with the Platform. 

1. Scope 

This Privacy Policy applies to personal information processed by OverUndr through the App, 

website, creator marketplace, support channels, and related services. It applies to Users, 

Subscribers, Creators, and visitors. Capitalized terms not defined here have the meanings in the 

Terms of Service. 

2. Information We Collect 

2.1 Information You Provide 

We collect information you provide when you create an account, use the Platform, contact 

support, or become a Creator. This may include: 

• Name, email address, username, password or authentication credentials, and account settings. 

• Creator profile information, biography, images, branding materials, social links, public 

descriptions, pricing, tier descriptions, and Content. 

• Subscriber selections, Subscription tier, account preferences, support requests, feedback, and 

communications with OverUndr. 

• Content submitted through available Platform features, including posts, comments, messages, 

picks, analysis, links, uploaded materials, screenshots, and profile materials. 

2.2 Creator Onboarding and Payout Information 

Creators may be required to complete identity, tax, payout, sanctions, fraud, or compliance 

screening through a Payment Processor or verification provider. Those third parties may collect 

personal information, tax information, bank information, or identity documents. OverUndr 

generally receives limited verification status, payout status, tax status, compliance signals, 

transaction information, and related records. OverUndr does not intend to store full bank account 

numbers or full payment-card numbers. 

2.3 Payment and Transaction Information 

When a User purchases a Subscription, sends a payment, receives a refund, or receives a Creator 

payout, OverUndr or its Payment Processors may process transaction information such as 

product, tier, amount, currency, transaction ID, renewal status, cancellation status, refund status, 

chargeback status, app store receipt information, billing country or zip code, tax information, and 

payment-channel metadata. Full payment credentials are processed by the applicable Payment 

Processor. 

2.4 Automatically Collected Information 

When you use the Platform, OverUndr and its service providers may collect device, usage, and 

diagnostic information, such as IP address, device identifiers, app version, operating system, 

browser type, pages or screens viewed, session information, crash logs, referral information, 



 

 

timestamps, feature interactions, and approximate location derived from IP address or device 

settings. 

2.5 Cookies, Pixels, and Similar Technologies 

On the website, OverUndr and its service providers may use cookies, pixels, local storage, or 

similar technologies to operate the website, remember preferences, analyze usage, prevent fraud, 

and improve performance. The App may use device identifiers, SDKs, or similar technologies 

for analytics, security, diagnostics, push notifications, payments, or account functionality where 

enabled. 

2.6 Push Notifications 

If push notifications are enabled and you consent, OverUndr may process device tokens and 

notification preferences to deliver service messages, creator updates, or other notifications. You 

can manage push notifications through device settings or in-app settings where available. 

2.7 Information from Third Parties 

OverUndr may receive information from Payment Processors, app stores, authentication 

providers, analytics providers, verification providers, hosting providers, security vendors, and 

other service providers that support the Platform. 

3. How We Use Information 

OverUndr uses personal information to: 

• Create, authenticate, maintain, and secure accounts. 

• Provide the App, Subscriptions, Creator pages, Content access, community features, support, 

and Platform functionality. 

• Process purchases, renewals, cancellations, refunds, chargebacks, taxes, Creator payouts, and 

payment disputes. 

• Verify Creators, prevent fraud, enforce payment rules, and comply with processor or app 

store obligations. 

• Monitor, moderate, investigate, and enforce the Terms of Service, Acceptable Use Policy, 

and other policies. 

• Detect, prevent, and respond to fraud, abuse, security incidents, illegal activity, and harmful 

conduct. 

• Communicate service updates, account notices, policy changes, security alerts, billing 

notices, and support responses. 

• Send marketing communications where permitted by law and your choices. 

• Improve, test, debug, analyze, and develop the Platform. 

• Generate aggregated or de-identified information that does not reasonably identify you. 

• Comply with legal obligations, law enforcement requests, legal process, tax obligations, and 

dispute-resolution needs. 

4. How We Share Information 

OverUndr may share personal information as described below. 

4.1 Creators and Subscribers 



 

 

If you subscribe to a Creator, the Creator may receive limited information needed to provide the 

Subscription and understand their audience, such as username, display name, subscription status, 

tier, interaction information, and messages or comments you submit to that Creator. Creators are 

responsible for their own handling of information they receive through the Platform and must 

comply with the Terms of Service and Platform policies. 

4.2 Service Providers 

OverUndr may share information with vendors and service providers that help operate the 

Platform, including hosting, payments, app stores, identity verification, analytics, security, 

communications, customer support, tax, fraud prevention, and infrastructure providers. 

4.3 Payment Processors and App Stores 

Payment Processors and app stores process payments, refunds, cancellations, renewal status, 

subscription events, chargebacks, fraud signals, and receipts under their own terms and privacy 

policies. Apple-billed purchases are managed through Apple. Web or Stripe-billed purchases are 

managed through the applicable web payment flow or Payment Processor. 

4.4 Legal, Safety, and Compliance 

OverUndr may disclose information where reasonably necessary to comply with law, legal 

process, tax obligations, payment-processor requirements, app store requirements, or law 

enforcement requests, or to protect the rights, safety, property, users, staff, Creators, Subscribers, 

or Platform integrity of OverUndr or others. 

4.5 Business Transfers 

If OverUndr is involved in a merger, acquisition, financing, restructuring, bankruptcy, sale of 

assets, or similar transaction, personal information may be transferred as part of that transaction 

subject to applicable law. 

4.6 Aggregated or De-Identified Information 

OverUndr may share aggregated or de-identified information that does not reasonably identify 

you. 

5. Sale, Sharing, and Targeted Advertising 

OverUndr does not sell personal information for money. If OverUndr engages in activity that 

applicable privacy law defines as a "sale," "sharing," or "targeted advertising," OverUndr will 

provide required notices and opt-out choices. 

6. Your Choices and Rights 

Depending on where you live, you may have rights to request access, correction, deletion, 

portability, restriction, objection, or appeal regarding certain personal information. You may 

exercise rights by emailing team@overundrapp.com. OverUndr may verify your identity before 

responding. OverUndr will not discriminate against you for exercising privacy rights. 

You may opt out of marketing emails by using the unsubscribe link. If OverUndr offers SMS 

marketing and you consent, you may opt out by replying STOP. You can manage cookies 

through browser settings and push notifications through device settings. 

7. Account Deletion 



 

 

You may request deletion of your account through the App where available or by emailing 

team@overundrapp.com. Deleting your OverUndr account does not automatically cancel Apple-

billed subscriptions. You must cancel Apple-billed subscriptions through your Apple account 

settings. OverUndr may retain records after deletion where reasonably necessary for transactions, 

tax, accounting, fraud prevention, chargebacks, refunds, safety, moderation, legal compliance, 

dispute resolution, enforcement, audits, backups, and legitimate business operations. 

8. Data Retention 

OverUndr retains personal information for as long as reasonably necessary for the purposes 

described in this Privacy Policy, including providing the Platform, maintaining accounts, 

processing transactions, complying with law, preventing fraud, resolving disputes, enforcing 

agreements, and maintaining business records. Retention periods vary depending on the type of 

information, sensitivity, legal requirements, payment or tax obligations, security needs, and user 

choices. 

9. Security 

OverUndr uses reasonable administrative, technical, and physical safeguards designed to protect 

personal information. No system, transmission, or storage method is completely secure. You are 

responsible for maintaining the security of your account credentials. 

10. Children and Minors 

The Platform is intended for Users who are at least 18 years old. OverUndr does not knowingly 

collect personal information from minors. If OverUndr learns that a minor has created an account 

or provided personal information, OverUndr will take appropriate steps to delete or restrict the 

account and associated information, subject to legal and safety retention needs. 

11. International Data Processing 

OverUndr is based in the United States. Information may be processed in the United States or 

other jurisdictions where OverUndr or its service providers operate. Those jurisdictions may 

have privacy laws different from your location. 

12. Third-Party Links and Services 

The Platform may link to or integrate third-party services. OverUndr is not responsible for the 

privacy practices, content, security, or policies of third parties. You should review third-party 

privacy policies before using those services. 

13. Do Not Track 

Some browsers offer "Do Not Track" signals. Because there is no uniform industry standard for 

these signals, OverUndr does not currently respond to them. OverUndr will honor legally 

required opt-out preference signals where applicable and technically feasible. 

14. California and Nevada Privacy Notices 

California residents may have rights under California privacy laws, including rights to know, 

access, delete, correct, and opt out of certain sharing. Nevada residents may request to opt out of 

certain sales of covered information. OverUndr does not currently sell personal information for 

money. Requests may be submitted to team@overundrapp.com. 

15. Changes to This Privacy Policy 



 

 

OverUndr may update this Privacy Policy from time to time. If changes are material, OverUndr 

will provide notice as required by law. Continued use of the Platform after an updated policy 

becomes effective means you acknowledge the updated policy. 

16. Contact 

OverUndr, Inc. 

Email: team@overundrapp.com 


